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DATA SECURITY 
 

How to exchange data safely and reliable and how to deal with potentially 
unreliable data? 
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Smar t  Cit ies  have t o c over  s ever al  s mar t  domains  
Al l  r equir e r el iabl e communicat ion 
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NB IoT is  r eal  
it  addr esses a l ot  of  t opics smar t  cit ies need 

BILLIONS OF DEVICES DEEP INDOOR 
PENETRATION 

LOW ENERGY 
CONSUMPTION LOW COST 

HIGH SECURITY High DATA VoLUMES LoW Lat ency 
E2E seaml ess 
connect ivit y 

cellular  –  fixed  –  WiFi  
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5G at  t he door s t eps  
a ner vous syst em f or  smar t  cit ies 

BILLIONS OF DEVICES LOW ENERGY 
CONSUMPTION LOW COST 

HIGH SECURITY 

DEEP INDOOR 
PENETRATION 

High DATA VoLUMES LoW Lat ency 
E2E seaml ess 
connect ivit y 

cellular  –  fixed  –  WiFi  
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individual  net wor k s  on a s har ed inf r as t r uc t ur e 
Net wor k Sl icing secur es Smar t  Cit ies 

Bruce Schneier, Cryptography– and  IT-Security  Expert  

Security is not a feature, security is a process. 

Richard Clark, former advisor of the US President for Terrorism  and Cybersecurity  

If you spend more money on Coffee than on IT-Security, you 
will be hacked. Even more – you deserve it to be hacked. 

Deutsche Telekom successfully defends their infrastructure against 1.400.000 external attacks per day. 
Smart Cities will face similar challenges if they want to operate own network infrastructure  
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SMART CITY DATA 
 

Data is NOT the currency of Smart Cities, it is semantics! 



Des c r ipt ive Anal yt ic s  
What  happened? 



Diagnos t ic  Anal yt ic s  
Why did it  happen? 



Pr edic t ive Anal yt ic s  
What  wil l  happen? 



Pr es c r ipt ive Anal yt ic s  
How c an we make it  happen? 
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DATA SOVEREIGNTY 
 

What does sovereignty mean in times of open data. Where do I process and 
keep my data and how can I as a city can keep track of my data? 
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The 19th century was a century 
of empires.  

The 20th century was a century 
of states.  

Wellington E. Webb, former Mayor of the City of 
Denver 

    But  ar e t hey r eady f or  t he c l oud? 

The 21th century will be a century of 
Cities.  
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Fight  t he jungl e 
…or  Rat her  manage it  

Mul t i Vendor  capabil it y 
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Keep Tr ac k  of  Your  dat a wit h bl oc k c hain 
t he Dist r ibut ed Ledger  

≠ 
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  Bet t er  l ight ing,  
  bet t er  t ec hnol ogy 

Your  Cus t omer  
benef it s  

      

Smar t  Cit y Das hboar d f l as h  

 Service enables cost saving and value added 
features and functionality to LED street lights. 

 Enabling seasonal on/off, dimming schedules 
and location based lighting services 

 Free to choose Luminaire vendors 
& models 

 Integrate the control node to the 
Luminaire or keep it external 

 Prepare the light pole to be used 
for other Smart City services 

 Lower maintenance for LED 

 Visibility of the entire lighting network 
with graphical representation & alarms 

 State of the Art Software enabling 
basic or advanced features and 
functionality 

 Understand where problems are and 
anticipate where problem will be 

 Easy to use technology & operate 
 Improve the performance & 

functionality of your lighting network 

 Run your LED lighting procurement 
process without restrictions 

 Cost optimize your luminaries 
purchasing 

 One control software for all street lights in the city, 
 Service model enables the city to have the most 

up to date software available. 
 Reduce consumption & improve visibilty 

SOFTWARE 

PROCUREMENT l uminair es 

st r eet  l ight         
depar t ment  

Thank you 

We t ur n your  vision  
of  Smar t  Cit y 
int o r eal it y 

Int er est ed? 
visit  us at  Boot h A127 
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